DHCP CONFIGURATION

AIM

The aim of the experiment is to implement the Dynamic Host Configuration Protocol (DHCP).

APPARATUS REQUIRED

Cisco Packet Tracer

THEORY

An Internet Protocol address (IP address) is a numerical label assigned to each device
connected to a computer network that uses the Internet Protocol for communication. An IP
address serves two principal functions: host or network interface identification and location
addressing. The Internet Corporation for Assigned Names and Numbers (ICANN) is

responsible for assigning IP addresses.

Class Address Range Supports

Class A 1.0.0.1 to 126.255.255.254 16 million hosts on each of 127 networks.
Class B 128.1.0.1 to 191.255.255.254 65,000 hosts on each of 16,000 networks.
Class C 192.0.1.1 to 223.255.254.254 254 hosts on each of 2 million networks.
Class D 224.0.0.0 to 239.255.255.255 Reserved for multicast groups.

Class E 240.0.0.0to 254.255.255.254 For future use, Research and Development.

An IPvd address (dotted-decimal notation)

172 . 16 .254 ., 1
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10101100 .00010000.11111110.00000001

One byte =Eight bits

T
Thirty-two bits (4 x 8), or 4 bytes



IPv6 addresses are 128 bits in length and are made up of hexadecimal characters.

An IPvE address {in hexadecimal)
2001:0DBB-AC10:FEOL1:0000:0000:0000:0000

LN T : .
2001:0DB8:ACL0:FEQL: Z°roes can be omitted

The Dynamic Host Configuration Protocol (DHCP) is a network management protocol used
on TCP/IP networks whereby a DHCP server dynamically assigns an IP address and other
network configuration parameters to each device on a network so they can communicate with
other IP networks. A DHCP server enables computers to request IP addresses and networking
parameters automatically from the Internet service provider (ISP), reducing the need for a
network administrator or a user to manually assign IP addresses to all network devices. In the
absence of a DHCP server, a computer or other device on the network needs to be manually
assigned an IP address. DHCP can be implemented on networks ranging in size from home
networks to large campus networks and regional Internet service provider networks. A router
or a residential gateway can be enabled to act as a DHCP server. Most residential network
routers receive a globally unique IP address within the ISP network. Within a local network, a

DHCP server assigns a local IP address to each device connected to the network.

PROCEDURE

1. Press Ctrl+Alt+R to display the Routers panel and place the 2621XM router as shown

by dragging it from the panel and dropping it onto the window.
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2. Press Ctrl+Alt+S to display the Switches panel and place the 2660-24TT switch below

the Router by dragging it from the panel and dropping it onto the window as shown.
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3. Press Ctrl+Alt+V to display the End Devices panel and place the Generic PC and

Generic Printer as

Through cable.

shown.
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Press Ctrl+Alt+O to display the connections panel and select the Copper Straight-
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Copper Straight-Through

5. Click on the Router and select the FastEthernet0/0 interface.
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6. Then click on the Switch and select the FastEthernetO/1 interface to complete the

connection between the Router and Switch.

Console
FastEthernetd,/1
FastEthernet0,/2
FastEthernetd/3
FastEthernetl/4
FastEthernetd/s
FastEthernet/6
FastEthernetl/7
FastEthernet/3
FastEthernet/9
FastEthernet0 10
FastEthernetd/11
FastEthernetd/12
FastEthernetd/13
FastEthernetd/14
FastEthernet0 15
FastEthernetd/156
FastEthernetd/17
FastEthernetd/15
FastEthernet0/19
FastEthernet0 20
FastEthernetd /21
FastEthernetl /22
FastEthernetd /23
FastEthernetl/24
GigabitEthernetd/1
GigabitEthernetd/2
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7. Select the copper straight- through cable, then click on the Switch again and select the

FastEthernet0/2 interface.

Console
FastEthernetl/2
FastEthernet/3
FastEthernetl/4
FastEthernetd /5
FastEthernetl/a
FastEthernetd/7
FastEthernet(/a
FastEthernet/9
FastEthernet/10
FastEthernetd 11
FastEthernetf12
FastEthernet/13
FastEthernetd/14
FastEthernetf15
FastEthernet/16
FastEthernetdf17
FastEthernet/18
FastEthernetDf19
FastEthernet 20
FastEthernetd 21
FastEthernet 22
FastEthernet 23
FastEthernet /24
GigabitEthernetD/1
GigabitEthernetl/2
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8. Next, click on the PC and select the FastEthernetO interface to complete the connection

between the Switch and PC.
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9. Select the copper straight- through cable again, then click on the Switch once more and

select the FastEthernet0/3 interface.

Console
FastEthernetd/3
FastEthernetl/4
FastEthernetd/s
FastEthernetd/a
FastEthernetl/7
FastEthernetd/a
FastEthernetd/9
FastEthernetd/ 10
FastEthernetd 11
FastEthernet /12
FastEthernetd/13
FastEthernetd/14
FastEthernetd/15
FastEthernetd/16
FastEthernetd/17

0-24T
# -y FastEthernetd/15
Fail/2
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FastEthernetd/19
FastEthernetd/20
FastEthernetd /21
FastEthernet/22
FastEthernetd 23
FastEthernetl/24
GigabitEthernetd/1
GigabitEthernetd/2
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10. Next, click on the Printer and select the FastEthernetO interface to complete the

connection between the Switch and Printer.
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11. Verify all connections are made.
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12. Click on the 2621XM Router and select the CLI (Command Line Interface) tab and
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enter the following commands. Type “no” or “n” when asked if you would like to enter
the initial configuration dialog and press Enter twice.

——— System Configuration Dialog -—-—-

Would you like to enter the initial configuration dialog? [yes/
nol : no

Router>enable

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#interface FastEthernet0/0

Router(config-if)#ip address 192.168.10.1 255.255.255.0
Router(config-if)#no shutdown

Router(config-if)#

%LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed

state to up



Router(config-if)#exit

Router(config)#service dhcp

Router(config)#ip dhcp pool DHCP-ROUTER
Router(dhcp-config)#network 192.168.10.0 255.255.255.0
Router(dhcp-config)#default-router 192.168.10.1
Router(dhcp-config)#exit

Router(config)#ip dhcp excluded-address 192.168.10.1 192.168.10.10
Router(config)#exit

Router#

%SYS-5-CONFIG_I: Configured from console by console
Router#copy running-config startup-config

Destination filename [startup-config]?

Building configuration...

[OK]

? Router —

Physical Config CLI Attributes

105 Command Line Interface

Bouter»enable

Bouterfconfigure terminal

Enter configuration commands, one per line. End with CHTIL/Z.
Bouter (config) #interface FastEthernet0/0

Router (config-if) #ip address 15Z.1e8.10.1 Z55.255.255.0
Bouter {config-if) §no shutdown

Bouter {config-if) §
3LINE-5-CHRNGED: Interface FastEthernetl/0, changed state to up

Bouter (config-if) #exit

Router {config) #service dhcp

Bouter (config) #ip dhep pool DHCE-ROUTER

Bouter (dhep-config) fnetwork 152.168.10.0 255.255.255.0

Bouter (dhep-config) fdefault-router 152.168.10.1

Bouter (dhcp-config) fexit

Bouter (config) §ip dhcep excluded-address 132_.168.10.1 15%Z_1&68.10.10
Router {config) fexit

Routerg

35¥5-5-CONFI& I: Configured from console by console

Routerfcopy running-config startup-config
Destination filename [startup-configl?
Building configuration.._.

[CE]

SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet(0/0, changed state to up




13. Click on the Router and select the “Config” tab. Under the FastEthernet0/0 Interface

tab, verify the configuration settings.

FastEthernetd 0

Port Status On
Bandwidth 100 Mbps 10 Mbps Auto
Duplex Half Duplex Full Duplex Auto
MAC Address 00D0.BC38.A501

IP Configuration

IF Address 192.168.10,1

Subnet Mask 255.255.255.0
Tx Ring Limit 10

14. Check the Router’s Configuration settings via the Command Line Interface.
Router>enable
Router#show running-config

Building configuration...

Current configuration : 640 bytes

I

version 12.2

no service timestamps log datetime msec
no service timestamps debug datetime msec
no service password-encryption

I

hostname Router



ip dhcp excluded-address 192.168.10.1 192.168.10.10

ip dhcp pool DHCP-ROUTER
network 192.168.10.0 255.255.255.0

default-router 192.168.10.1

¥ Router

Physical Config CLI Attributes

105 Command Line Interface

Bouterr»enable
Boutergshow running-config
Building configuration. ..

Current configuration : €40 bytes
!

version 1Z.2

no service timestamps log datetime msec
no service timestamps debug datetime msec
no sService password-encryption

1

hostname BRouter
!

ip dhep excluded-address 192_168.10.1 192 _168.10_10
!

ip dhep pool DHCP-ROUTER
network 132_.188.10.0 255_25
default-router 19Z.168.10.1
!

!

!

5.255.0

15. Click on the PC and under the Desktop tab select the IP Configuration.



16. In the IP Configuration of the PC, select the DHCP radio button and wait for the PC to
complete the request for its IP address from the DHCP Router. Notice that the ip
addresses ranging from 192.168.10.1 to 192.168.10.10 are excluded as per the given
commands in step 12.

B pc — O *

Physical Config Desktop Programming Attributes

F Configuration

IP Configuration

() static I Requesting IP Address |

IF Address

Subnet Mask
Default Gateway
DNS Server

IPv6 Caonfiguration

() DHCP () Auto Config  (®) Static

IPv6 Address | | ! |

IPvE Gateway |

|
Link Local Address |FE80::200:97FF:FEDC:D41 |
|
|

IPv6 DNS Server |




Physical Config Desktop Programming Attributes

figuration

IP Configuration

(®) DHCP () static I DHCP request successful. I
IP Address 192,168, 10,11

Subnet Mask 255.255.255.0

Default Gateway 192.168.10.1

DMS Server 0.0.0.0

IPv& Configuration

() DHCP () Auto Config  (®) Static

IPv6 Address | | |

IPvE Gateway |

|
Link Local Address | FEB0:: 2D0:97FF:FEOC: D41 |
|
|

IPv6 DNS Server |

17. Click on the Printer and under the Config tab, select the FastEthernetO Interface

Settings. Click on the DHCP Radio Button and wait for the IP Address to be assigned.

¥ printer — O >
Physical Attributes
GLOBAL FastEthernetd
=0 Port Status on
INTERFACE Bandwidth 100 Mbps 10 Mbps Auto
FastEthernetl Duplex Half Duplex Full Duplex Auto
MAC Address 00ED,.8F5C, 1BED

IF Configuration

() Static
IP Address 192,168.10,12
Subnet Mask 255.255.255.0

IPv6 Configuration

() DHCP

() Auto Config

(®) Static

IPv6 Address H
Link Local Address:| FEZ0:: 2E0:8FFF:FESC: 1BBO




18. Under the Printer’s Global Settings verify the Gateway that is the IP Address of the

Router.
¥ printer — O >

Physical Config Attributes

GLOBAL
Settings
INTERFACE
FastEthernetn Dizplay Mame | Printer
Gateway /DMNS IPv4

I@ DHCP

i) Static

Global Settings

Gateway 192.168.10.1

DMS Server

Gateway /DNS IPvE

() DHCP
i) Auto Config
(®) Static

IPvE Gateway | |

IPv6 DNS Server | |

19. Click on the Router and in the Command Line Interface ping the Router with the IP
Address of the PC (192.168.10.11) and the Printer (192.168.10.12) to test the
connectivity.

Router>enable

Router#ping 192.168.10.11

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.10.11, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 0/0/1 ms



Router#ping 192.168.10.12

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.10.12, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 0/1/5 ms

B Router — O
Physical Comfig = CLI  Attributes
105 Command Line Interface
BEouter»enakble .

Boutergping 192 _168.10_11

Type escape sSegquence to abort.
Sending 5,
seconds:
Success rate iz 100 percent (5/5),
ms

Boutergping 192_168.10.12

Type escape sSeguence to abort.
Sending 5,
seconds:
Success rate is 100 percent (5/5),
ms

100-byte ICMP Echos to 15%2_.168.10.11,

100-kyte ICMP Echos to 152 _1628.10.12,

timecut is 2

05051

round—-trip min/avg/max =

timeocut is 2

round-trip minfavg/max = 0/51/5

20. Click on the PC and under the Desktop tab select the Command Prompt

@ pC

Physical

Attributes

Config Programming

1 1L




21. Perform a ping command to check the connection between the PC and printer by

pinging the PC with the DHCP given address of the Printer (192.168.10.12).

¥ pC — O x

Physical Config Desktop Programming Attributes

Command Prompt

Pinging 152

Beply from

eply from

1y from

pproximate round trip times in mill
Minimm = 4ms, Maximm = 4ms, Avera

22. Perform a ping command to check the connection between the PC and Router by
pinging it with the Router’s IP Address (192.168.10.1).
¥ pc

Physical Config Desktop Programming Attributes

Command Prompt

1y
ply

'
Appro trip times in milli E
Maximm = Oms,

Minimim = Oms,




23. Send a Protocol Data Unit(PDU) from a selected device to the other to test the

connection by clicking on “Add Simple PDU” or pressing “P” then clicking on the first

device followed by clicking on the next device. Press Ctrl+Shift+O to toggle the PDU

list window and view the Fire Status.

PDU List Window

Fire Last Status

Successful
Successful
Successful
Successful
Successful
Successful

Source Destination Type Color
PC Printer ICMP .
Printer PC ICMP
PC Router ICMP .
Printer Router ICMP .
Router PC ICMP
Router Printer ICMP .

Time(sec)

0.000
0.000
0.000
0.000
0.000
0.000

Periodic

= =2 2 2 2 2

MNum

[0, T T R R

Edit
(edit)
(edit)
(edit)
(edit)
(edit)
(edit)

24. Press Ctrl+Shift+D to Delete the Scenario and all PDUSs. Press Shift+S to enter into the

Simulation Mode. Press “P” to Add a Simple PDU. Click on the PC then click on the

Printer. Press Alt+C or on the Simulation Panel under the Play Controls click on the

Capture/Forward button multiple times and observe successful implementation of

different network protocols such as ICMP (Internet Control Message Protocol), STP

(Spanning Tree Protocol), DTP (Dynamic Trunking Protocol), CDP (Cisco) etc. under

the Event List on the Type Column.

Simulation Panel g X
Event List =
Vis. Time(sec) LastDevice AtDevice Type Info A
25.191 Switch Router cor B
25.191 Switch PC cor B
25.191 Switch Printer cor B
25.448 - Switch o |}
25.449  Switch Router DTP [}
26.588 -~ Switch STP
®  26.589 Switch PC STP
W 26.589 Switch Printer STP
W 26.589 Switch Router STP G




Printer-PT ol Printer-PT
Pg(_:PT Printer Pg(_:PT Printer

2]
PCPT
PC

Frinter-FT
Printer

Printer-PT
Frinter

25. Observe the PDU Information at the Device by clicking on the event in the Event List.
Under the OSI Model Tab view the “In Layers” model. Click on the Next Layer Button
to observe the processes taking place at each layer of an event. Under the Inbound PDU

Details tab you may observe the PDU Formats.

PDU Infermation at Device: PC n

OSI Model Inbound PDU Details

At Device: PC
Source: Switch
Destination: 0000.0C48.0502

In Layers Out Layers

Layer 2: IEEE 802.3 Header
0000.0C48.0502 == 0100.0CCC.CCCC
LLC SNAP DTP

Layer 1: Port FastEthernetl

1. The frame's destination MAC address matches the receiving port's MAC address,
the broadcast address, or a multicast address.
2. The device does not have a service that accepts this frame. It drops the frame.



PDU Information at Device: PC

051 Model Inbound PDU Details

PDU Formats
FCS:0x0000
0000
SMNAP
0 24 Bits
DSAP:Oxaa SSAP :0xaa CONTROL BY
TE:3
OUI:0x00000c PID:0x2004
LCTE
0 1 2 Bytes
WERSIO TYPE: 1 LENGTH
M:1 15 A
DOMAI TYPE: 2
M NAME
LENGTH: 5 STATUS:Dynamic A
uto L
TYPE: 3 LENGTH: 5
TRUNK:0 TYPE: 4
LENGTH: 10
SENDER ID:0000.0C48.0502
DHCP Configuration
—
&5
2641XM
192.168.10.1 R {4“..
Fal,o
IFann
0-2 Fal/3
i"...:J._LI
Falf2
0
Fal \
~
_,Ei, )
PCET P'rln_ter-PT
PC Printer

192, 168.10.11 192,163.10,12




RESULT

Thus, the experiment to implement the Dynamic Host Configuration Protocol (DHCP) was

executed successfully and the output is verified.



